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Secure Remote Supporting System Using Relay Server
and their Applications
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Recently broadband Internet such as ADSL and FTTH is getting popular, Many PC and
home appliance becomes always connected to Internet not only in office environment but also
in home environment. Remote access attracts attention as a technique for supporting such
connected equipment like PC. However, when remote PC is connected to the Internet via
a router which has function of Network Address Translator, remote access to such PC from
the outside is difficult. We have developed the method that PC can be assisted by the remote
assistant without security issues even if that PC is connected via a router. It was jointly de-
veloped and evaluated by several Universities and local companies who want to provide this
kind of services such as Help Desk. In this paper, we propose remote access system, which
is using “Relay Server” to relay client and assistant connection and encrypting data with
SSL. In University, after several prototype implementation and experiments, “Remote Access
Platform” was developed, and several local companies built their services based on this “Plat-
form”. Collaboration between academia and industry enables the practical implementation
of remote access system using relay server.
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Fig.7 Setting up the user information.
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DE—FNBREZLVIAMN)OEETHREEL L7275,
I—PFIZRHEICTXL5D0Tid o7z, 4H,
fHIZTEX D LI FATar 2k,

O BEE—F

LAGHIRD 2 ¢, TBERTIREF K-
TEBREEZTHIENTES,

@ Ra7ZTE—F

TBEOTNTORBRELEN L LT, EE
B —HYO'EZ AT LR 5.

(4) 28O VNC V7 b7 =7 %t

VNC lZidw{ o00EE H 5. +)TFIVD
RealVNC®, SR LDy I —F 4
¥ 7 J¥E1C ZlibHex (mix), Zlib [pure], Tight &
Lossy JPEG FE#fi #8001 L7z Tight VNC?, Zh
27 7 A VERBRERLF vy MRS EINL
UltraVNC !0 23R EH b DTH 5.

UltraVNC O 7 7 £ VLR L IEE IEFICTH
B, XREVL—FICEHTL—FDT7 7 V%
BEhT AEBMEEH L. L2 > T, —HilLo
Tid UltraVNC 22 WEDIHFETS. 20 &
IRBRZICEOWT, EFXLHEIXBEFMOV 7
7 712 UltraVNC 2 EH LT, 2—¥flov 7
k7 = 712 Tight VNC ¥ 7213 UltraVNC %@&/H L
72, a—HFRFI u—-FTY I Moo T7%4 VR
F—§ 5 Lk &2, TightVNC % UltraVNC %
BIRTEX L L H12L7. TightVNC & UltraVNC
DMEBEE 1T Tight VNC HE OH B EiFE TR
DT, BRHIZE 10 [IRT & D L RBIRELE
AWHEEL 22 5.

(5) EWBBRIEKEY — C ABMOBET X — VB4

user

TightVNC TightVNC
supporter
TUltraWVNC
user
TtraVINC

TUltraVNC

B 10 2 @D VNC V7 Fy 7 2R
Fig. 10 The provision of two kinds of VNC software.
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750 THIRLIEE ST OCEE

SRR 51X, ERRESET — ¥ X OBRMHER
ERTHBEETA -V TLI—FICHMOEDL I EIC
L7z, CHITERBEIRIOTT 2 RE&2 80T 5
EEHI, =PV - RAOBME LML LT
BOLTH—ECRAERFHTELZLZEMLTWA,

CITHER A4 BT - YN TERESINS
2 —FORGHEAR SERB 2 8 8 E&n 2 & T
»5.

HERBEXEY -—CA2EHLTWDETRTO
I—FIT v r— MRAEETERLER, HFET
Hotz. TOBFA—-IVOWNE L MMM TEET
EBEH, FV—THATEHFTEL L)L

Feb. 2007

Z D% 2003 4 4 BICWIRIREZEA L. COHET
X, OV —YRAEXRE LR LT ANDEFEIEE D
O — AIGEDOFZ T E E U & R 0EIRHS
BIZAWTWS, R2 3B AEAOY - XDOFH
RRERL72DDTH A, HEOKREHWIZL UL, &
FOFRHIILMOFELY b0k )bk,

L LB 25%DERED & K SO —EA%H]
HALTWwWA, Tyr—bMckbé, ZOEEDS b,
¥ 50%DAERE, EEHTH EROEE THEVRATS
TEBLTLH25E2512, $7-830%DEREL, #
FI TP THINVEIALHEREELTWA,

COYF—ERIZL DHEE & DEFULBTETANT

FE LRI TWEERBEEPOFMENTVWAS,
EMOMNICEB DL 10505 15 S EEHTRE L

= \<—>

HFR—F 45—/ k3
+OS:RedHet Linux 9.0(linux kemel 2.4.20-8) TFUREUAITE
HwysaL 41x -UttraVNC Viewer 1.0x
L& 7 —4_—Z(rmt_support_db)
|rapache 2.0.x
|jakarta—tomcat-5.0.x
|ekarta—tomeat-connectors—jk2-2.0.x
Lj2sdk 1.4.2.x
LT =SR2 KBTI T L
SRR EETOTS Li(ma)
L@ 7095 Lu(relay)

D i3 E (Administrator)
i “WebT S (Javascript i i)
h

11 A7 58 (0S, V7o x7)
Fig.11 System configuration.

5. EASEH&FHE

SETRELEBREE AT LTI b T4 —

L%, EELER 11 ITRT VAT AEH (EHY— | ‘
N, Z—=Horvay, TREO/NV I BLUER =
HFEovay) TEHLEZ I-528DRBICZ0T =
v b7 A— L BHCEERETIER LB L FF UG Server 10
fiiz R g,

5.1 YT LIS

5.2 /NVIALHEANDEH
EFEEBTHAO Y O #HE (LAC () 3V a
YHEW) i, 2002 4 10 BED bR EMIRIET R
Y-V AOREE & LR TEERFZFHIEF L. 20
P —EXAZMMOBRE L OEFMLICHNS7DTH 5.

£2 ZOH—-ERICLLEBREDH

Table 2 An example of remote assistance.

ESTALID) [2F:]
105} |[Excel>— b D BEDHR—F

0 | MEDHYILOREDQYR—F

609 | R—LR—VE N T —DEBL YA
155 [Word D R XD FEDHHR—b
ORA—NOSEORELRT

60 E—LR—CE LT —DFEL YR
305 [P L/ 3L TFH 5 CD-ROMBEZAH

154 ‘.7I~<Dﬁil$0)*f§\—l~

60| HR—LR=SE LA —DFERL YA
60N I R—LR—VEN T —DEBL YR
07|77/ DOMAZH

105 [DVD I EAH I LD Y R—h
605 |R—LR—DE LT —DBEREL YR
60 |F—LR—CENT—DBERL v R
205 [A—LD/EDHFR—k

1093 | A= D& D HR—b (HTMLER D A— I [ZDWT)
R A—LOBREDH R (A= LDFLDOET)

R FEHIFA N HEFEL FR—F
604) 7I<—Af<—%%"l«%—gﬁﬁb‘yx_y
1053 [WordIZTH RZEDLY L B R—k
1I5RIERMITYVIFDHER—

I EEDHYIDYR—F
105 |MFEHYIDHR—F
092 |PDFI7Z AL DENRIA TEELVHR—F

543 Z%’—-V')‘—'C’E_?;Eﬁsz "ZZ ?gfg‘t‘ Hik—b

053 |Word® HR—k

304 |WordD E D e HHR—b
SAHIXFAIBEDYR—F

No B &
2005/6/13|mi
2005/6/13[mu
2005/6/22|hu
2005/6/27{ha
2005/6/28|ha
2005/6/29]hu
2005/7/6(iwa
2005/7/9|no
2005/7/13]hu
10] 2005/7/20|hu
11]  2005/7/26]si
12| 2005/7/27[mi
13| 2005/7/27]hu
14] 2005/7/29|ma
15 2005/8/4{su
16 2005/8/5[mu
17] 2005/8/11|su
18] 2005/8/17lha
19] 2005/8/17lhu
20]  2005/9/2|yo
21 2005/9/7|ha
22 2005/9/7|mu
23 2005/9/8|mu
24| 2005/9/21liwa
25| 2005/1 0/@&
26| 2005/11/1|yo
27| 2005/11/21]|te
28] 2005/11/24|te

:

OZ(I)OU)U)UU(DUUUU’UUUU,UUUVJZUU)UUWOE

O {00 | iDL N (—

=
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BHETERVWEEZZONS. B, BEI105EH7
DEEMORER A - HBILL T b,

5.3 BEaHILa2L bEHADER
HFERFHANORE I LY v A () 18
] A7 LHFZEET) 1, 2004 4F 10 B 1 H2 S A=
BEYEY - CAZEALT, FRLREGT T [ER
FHE- M| OEHTRY—EAZRAALBETTNS,
COEMEIRFV I I T A=DLRELT [LR
BTBEYAFLID bV T T Ro =%
BA%S - AT 57200 T <, MRFEORE, LIS
GoliERFELZELL DDAy Ny v VEBET
2iToTWA, EEICIZ, K12 IRT L)1, BEED
AT ) — A TR L7z 2N ENoH5E - M - NEF
DF— ¥ &k —TAL L7211, B8 OO LR EHK
EEHBHT LT D250 E 1 77 A VI T 5.
BEOEBIHLED, TOEXEILEEICHET HRE
ZER, RRER, BRRREAITY, WETEISHE O
BIERBERLTWS. 20Dz, B EKHREDE
BiHLE & OXFEEENLETH ), HIRVFEFICE
o7z, R — YR ERHRICEORIEIIHER L 7.
BRIV AT LEARNICHAN, BH, ERERN
10 [\, BRALER 10 |, HFEPIF 30 Bl0 Hiks 4
TAFAZE DERE N0, B THORE
WA TE, ERTE— FOFAEEEE LTI, ¥V
IV 1EBHY)OMEREE E AFEAERERE L
TWwb, ZRETR— b OBEFHIEL T, BEEAD
- RERMEL TV,
BEgaryyNy v VERTIE, BL T - BE»L
WL 1 7 7 ANVERT A0 EETH Y, B

PlELEEE(RED 24
[k e S T 33
F1o8388 1,084
1AM EE S 17872558
FEIB 26
S dly) 3 |2 4444
ETDred & 1 37388
R ELUASE 3.2
S L) SRS g
EITOEE TIET 36,949
MR T LT 2

® 12 &E77 A VEAH
Fig. 12 Example of management data file.

R — NE R F TR EREE AT A0 LB 751

BOFEBHYLE L BV ETEZIE LT, KL 2D
SIEER DD I EDATRTH A, F -5 ERE K
AZELHY, LX) T ORRPEETH), BHE
PODIRY— Y ARBIETE DLEND L. AEMERIE
TEF-—ECRALIINLDERZMWRE L TWAHDI, B
EEBICIEFITRToTVE LW 22T T 5.

5.4 EEEEEEHESNDEHA

EFREETAOREREEEZOHFMES (FFE
FALEZERL & —17) X, 200642 A 1 AdH%¥%
RBME L CHAMAEE TSI A BA TwA, M
EOELERKIL, O EFRESLY 7 My 27O’
A, @BV ORBLELXE, @ 15—
v NREOERRPLMRT, @ BWNEECHEHRIRMLT
HhH. ZOMETIE, TATECHELBIEME - 5%
FHMER AJ) L THEREEENERE S H R ERRERS
DEHFERTAHREEHRY 7 727X CAD V
7MY 2T OB RERBEXET -—EYAILLoT
fToTwa, 13 1IRT &I, EBICHSGEBN
KWL TYH, BBy —0FZRFLOR
DEDTHIFITNICRHILTELELHITLTWAE, &6
I 13 1R A B, B ILEESHABOETL
AT B 72012, XV TV ORESHER/ NV 2 VE
EOMBIIB L TWAE. TDIED, FEETIETER
WEKEATRE (V7 b2 7 ORFEHSE) 18, £
DEHERORBRIELET - CAEEETLLELD
2, HRTHRTEZVEEISE L TEHEEOT —N
PRELTEZEET o TV 5.

HELE, COMEBMTOVATLRERT L) 2
T, CAD 77 r— 3 a YIZa T AERRPERHOLE
TH— N2 {ETHHEOMBERICHEE, BRFE
RRRLTWo7z, BARMIZIE CAD 77 r—2 s
YICBLTRZIOT ) r—a Il E R TN

T3 S IR

13 AL 5EmLiElo)

Fig. 13 A remote support service 16) by the union.
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- 752 (BB SRR CEE

NP GEIREBRZ TR TH) ORBBRIESAL—-XT
eV BRELN D o7z, B EHNICER S &
BEICLTHRLE. T, BROZEBNSALET
Y= N2 AT LIHEOTERTIE, ERTIBORME-K
THMS*HERET A A - VIEOARICL L%
TERED - 7:7:0, BWIIEELETH 7120, &
REITLIZA-NVOLETERTELLHICLE. &
B, COMELOHEVD Y AT A ESEHIZEN
TmeEZONS,

6. EFEBIURRICHTIZTRLSERORE

LAl D GRS — N R ERBTB AT LIEE
HEBXBEY - CAR2ERTL7-00EX BT T v b
TA—LELTHESNS:., 20K, KELLTIEK
BEL Y7 My 2 7HRBIITE WD, TEARY
=TI A0OV 7 YT EREFAL, FhEYUER-
WET 2 %R L o7, Tk BRI
HHTHLZ L LEET C2~5EDHMIH 5720,
PASSRPRREMEREZHL L TH 5 o7, FED 4 E4 T
HIEYE 720, FHlEi7 A bR~ 7 VEEX%ELE
LU THRIFEMIC) Y =A%) TRET- 72,

COD3BETRRIETFTNVEEEREFIRFEET
Tolzh, DARETO N A THREELL LA
TA I R=2ar Iy NN EDEEEEY 7T —<IZL
Teva—ICHELE., Fhz8BRIcBL0d 5 0%
LOMEEREHED Y, SHEEN LIAE L OEED
B ol NVAVEEORBIEY - Y ATIIY—
CAD—E L LTHE L TWT, 2003 EDEALLEK
25% DL —YPEBIIEY - A2 ZIFT TS, /-
BEIVINT 4 VAT, DEOREFEREIK
BHELFABICRZES VYV T -2 a vV EERTE
7z, MERAHIR LB BRI > T\ b, ek
MEEEMATEICAD Y 7 b2 7DFRLV— 3
YOEBEBIE o THREEHE LTV A,

FESEHE L ) BIRTIE, KR¥EEICHEE) LER ST
TREZLTBMIATLNVDBDRIEY, FhEHE
B LY a—HICHEML, BREFo ¥ L EET
LIEIZEY, BRGNS ATIVEAZLTHHW,
BGLANVO=— X% EITERELY LiIF5 L)
ERs T Ta—Fhrznra vy M EERLICE
TEWZEWR S, I/ BET— 5 =2
EHRES GUIRRERFAL T WL H%E
LT ZEWBROBAMLEHETH -7z,

L%, BEAHOBELLE R, FTUILTL
VEDIFRFREF L ZBEMET 5 = — X3z TL 5.
L% L VNC CEIE %) DIEED F F CIdEEE TN

Feb. 2007

ETF =W BNTELL VW) HEVDH B0, 4
BIOPINEYRTHIEIZIHARELEDLTE
Tdh5b.

7.5 & &

CORBEETT Y M 74— LRARTIE, 1) 12—
W/ X BB RS, 2) HHEEE, 3) XBEORE
%, 1) LEREBROERFRED L —FHEIZLD,
REEZIT- 7.

BMEICIE NAT R 70 F U —nN%, £92oT
LX) T4 RBRLANLORY)BZ L0V EELE
BTHo72h, BRIOFETFNVELEEREHRED B L2
LRRFEE T o 7.

E7)V 1 Tt SSH O R — Mnktge, €70V 2 Tik
SSH V) &— bR — MmkiEEE, €7V 3 TIESSH T
Rk — N o 72 B FVIEERERR 2T 72, BT V4
TR 77X =N Lz, BREICIEET V4
ENR=AIZ2—HFEeXBEROII 2 r—a ik
SSL CTHEBL L CEHT L I LA —FEHENTH D
EDGHY, MEDT T b7+ —LIIE->TWA.

$72, VNC IZIZ KRB 2 2 — FEBEEREDFEE S
NTWipnizd, L—FERBREOBMEE LT 7.
CHIZE W KRB -FOEFHICIHZY S TF Y b
TA—LADWEBRTELENVZ L, FO%, Fhi~R—
ANV A EE, FEaAVHVEY Mtk Bk
BEEZMENEAEH 2 ITVER LI TV S,

KRFAZBWTIEEH, 7054 ThE)ERTE
AT HEN)EZATTTRDoTWAE. S EORFZE
TlE, KEATHG (V—X) 2Tz, 79
N7 =L LRV ETHET, FhaeX— X%
TEEBNDHEHEZIT, =—XF2HV LT, £h
BELTTY P T+ —AIZT 4 — KNy 7 ERPES
nsews, [E] & %] ofErEr LB WE
REMBRRISET N,

LMD LD REFEFEDAMIL>TRELLTH
LEREFHEOKE VAT AR TH > THERTTRE
G ENHERTELILLIRELEELZLEDN S,
TI b T7a =Ll EICE Y, BRI AT
AHBEALL T EWR)I Ay FHEFRTWES,

FRERBRICRELZTTRR I ZENTE LV
Lwa—X (GBS TIERRBEOERERIE) b H
2T TH B, BT — <~ ORBENLERICE D%
FHZENTETVS, REMICESTYH, 2O
D 2T FHTIE AR B 5 % R TR ISR SRR 5
LTOLWIRDZ— IR B I LD TEL LWV
AV BB,
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