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Development of an USB Flash Memory
for Detecting Unknown Computer Viruses

Ryuiti Koikg,t NAOsHI NAKAYAt and Yuuar Kourt

Recently cases that confidential information leaks out by computer virus infections have
happened frequently. Therefore we should think damage of viruses as a social rigk. In this pa-
per, we developed an USB flash memory which automatically exterminates unknown viruses
by only inserted into a PC’s USB port. The USB Hash memory includes bootable Linux in
itself. When the USB flash memory is inserted into a PC’s USB port, an unique environment
boots up, and detects unknown viruses by using a heuristics method with debugger. If an-
unknown virus was found by this system, a virus extermination software is created automat-
ically. We created virus extermination softwares for real viruses with this system, and tried
whether the softwares exterminate viruses. In the result, the softwares could exterminate
viruses without deleting benign executables.
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Fig. 1 Verification environment of executables.
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Table 1 Relations between monitored operations and API functions.
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CopyFileExA CopyFileBzW
WriteFile
WriteFileEx
CreateDirectoryA CreateDirectoryW
CreateDirectoryExA  CreateDirectoryExW
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Fig.2 The structure of the PE format.
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Table 2 Target viruses.

U AR S
Erkez.B@mm 10
Mydoom. M@mm 52
Mydoom. BO@mm 149
Mydoom.BT@mm 16
Mytob.B@mm 11
Mytob.C@mm 69
Mytob.M@mm 57
Mytob. U@mm 245
Mytob.V@mm 14
Mytob. AF@mm 36
Mytob AG@mm 75
Mytob, AH@mm 11
Mytob, AP@mm 136
Mytob. AS@mm 17
Mytob, CH@mm 53
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Table 3 Results of unknown virus detection.

KM a0 AVARBRTA USB 79 v > o A8 OIS 1601
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Table 4 Results of generated IT signatures.

v A MRS File | Registry | 74 VAHE T4 NAE B | IT ¥¥%Fx | MD5
Erkez. B@mm O O O Erkez, B@mm 10 1 7
Mydoom.M@mm @) O (0] Mydoom.M@mm 52 1 51
Mydoom.BO@mm O O @] Mydoom.BO@mm | 149 1 1
Mydoom.BT@mm X O @] Mydoom.BT@mm 16 1 1
Mytob.B@mm @] X O Mytob.B@mm 11 1 1
Mytob.C@mm X X X Mytob.C@mm 69 2 3
Mytob.M@mm O X O Mytob.M@mm 57 1 3
Mytob. U@mm O X O Mytob.U@mm 245 1 20
Mytob.V@mm O X @] Mytob.V@mm 14 1 2
Mytob. AF@mm O X O Mytob. AF@mm 36 2 4
Mytob.AG@mm O X O Mytob. AG@mm 75 1 11
Mytob. AH@mm O X O Mytob, AH@mm 11 4 4
Mytob. AP@mm O X O Mytob. AP@mm 136 1 1
Mytob.AS@mm O X O Mytob.AS@mm 17 2 2
Mytob CH@mm O O O Mytob.CH@mm 53 1 1
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