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AnAutomaticUnpackingMethodJbrComputerVirusEffectivein
theVirusFilterBasedonPaulGraham'sBayesianTheorem

DengfengZHANG†a),Not"member,NaoshiNAKAYA†,YuujiKOUI†,Meふbers,
andHitoakiYOSHIDA†I,Nomnember

SUMMARY Recently,theappearal]Cefrequencyofcomputervirus
variantshasIncreased.Updatestovirusinformationusingthenormalpat-
ternmatchlngmethodareincreaslnglyunabletokeepupw仙 thespeed
atwhlChvirusesoccur,sinceiHakestlmetOextractthecharacteristicpat-
temsforeachviTus･Therefore,arapid,automaticvirusdetectionalgo-
rithmuslngStaticcodeanalystsISneCeSSary･However,recentcomputer
vIIuSeSarealmostalwayscompressedandobfuscated･ItisdifBculttode-
temi nethecharactensticsofthebinaryCOdefromtheobfuscatedcom-
putervLruSeS･Therefore,thlSPaperProposesamethodthatunpackscom-
pressedcomputervlruSeSautomaticallyindependentofthecompress10n
format･Theproposedmethodunpacksthec.ommoncompressionformats
accurately80%ofthetime,whileunknowncompressionformatscanalso
beunpackedTheproposedmethodlSeffectiveagalnStunknownviruses
bycomblningltwiththeexistingknownvITuSdetectionSystemlikePaul
Graham'sBayesianVlruSFilteretc.
keywordsIVirus,ObjiLSCale,co171PreSSion,unpackL'ng,BayesiaIIVirLtSPter

1. Imtroductiom

Dam ageduetocomputerviruses,whichwillbereferredto

simplyasviruses,hasbecomeaseriousproblem,sinceper-

sonalcomputersarewidelyusedinuniversities,researchor-

ganizations,andenterprlSeS,aSWellasathome･According

toinformationprovidedbytheInformation-teclmologyPro-

motionAgencyofJapan(IPA)ontheoccurrenceofviruses

inJapan,in2007,therewere166new typesofviruses,
whichismorethanthetotalnumberofvirusesreportedin

2006(156types),[1].Ofthese166virustypes,460fthem

werereportedforth efirsttime.Inaddition,theappearance

frequencyofvirusvariantshasincreasedsteadily'･Dueto

thisincreasein th eappearancefrequencyofvirusvariants,
theupdatesforantivirussoftwarehavehaddifhcultiesin

providingup-to-datepatches,Sinceittakestimetodeter-

minethecharacteristicpattern(signature)ofanewvirus.

Becausethedam agecausedbyvirusesspreadsrapidlyina

shortperiodoftime,itisveryImportanttOdetectunknown
VlruSeS.

Todetectunknownviruses,thefollowlngteClmiques

areavailable:staticcodeanalysIStechniques,whichanalyze

thevirusattheassemblerlevel【2];tech山questhatanalyze

thebehaviorofthevirusatthenetworklevelbyrunnlngthe
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virusl3];andteclmiquesthatdetectanunknownvirususing
thenaiveBayeslearningalgorithm[4],【51.

AnalyzlngaVirusstaticallycandetectanunknown

virusquickly･Strings,whicharethecharacteristicpolntS
inthevirusbinary丘Ies,areusedwellinstaticviruSanal-

ysIS.TheStringsarethedataofthepnntablecharactersin

th ebinaryfile,whichcanbeextractedfromavirusbiJlary

丘IE,including也 eDynamicLinkLibrary(DLL)nameand

theApplicationProgram hterface(API)thatareusedby

thevirus,thewordsthatareusedinthebodyofthemail

inavirusthathasamailtransmittlngfunction,thepathof

themeortheregistrykeysinthevirusme,andtheASCII

stnngsthatappearatrandominthevims別e.Thecharac-

teristicpolntSOftheviruscanbeobtainedbyextractlngthe

Stringsfromavirusbinaryfile.

Recently,however,virus丘1esareoftencompressedus-

1ngsomeCOmPreSSiontools･Thevirusfileiscompressed

insuchawaythatitdecompressesitselfintothememoryat

runtime.Sincetheviruscodeiscompressedandobfuscated,

itisdifhculttoanalyzetheviruSfilestaticallyandextractthe

characteristicpointsfromacompressedvirusbinaryAle[5]A

Thus,inordertoefhcientlydetecttheunknownvirus,itis

necessarytoautomaticallyunpackitfirst.

Recently,newcompressiontoolshavebeenrapidlycre-

ated.Sincesomecompressiontoolsarepublishedasopen

sourcebytheauthors,thedeformationofthecompression

toolsispubliclyavailable.Undersuchconditions,山ede-

velopmentofadecompressiontoolcannotcatchupwith山 e

developmentofthecompressiontool.Thus,anunpacktech-

niquethatisindependentofthecompressiontypeisneces-

sarytoquicklydetectacomputervirus.

Inthispaper,anautomaticunpacktech山queforacom-

pressedcomputervirus,uslngthedecompressionroutineof

thecompressiontoolitself,isproposed.Concretely,the
virusisfわrcedtoactinMicrosoftWindows,onwhichthe

virtualmachineenvironmentVMWarehasbeeninstalled,

whichcontrolsthecompressiontoolinthedebugmodeand,

then,dumpsthememoryImagesOfthev血 sattheendof

thedecompressionroutine.

Section2willpresentthecompressionconditionsof

thepresentcomputervirus,whileSect･3W山 describethe

proposedtechnique･Section4willconsideraBayesianan-
tiviruSfilter,whichusesPaulGraham'sBayesianlearnlng

'AvariantofW32/SoberthatfirstappearedinNovember2005
hadmorethan70typesinonly2mon山S･

Copyright@ 2009TheInstituteofElectronics,hformationandCommumicationEngineers



lI20

algorithmtodetecttheunknownviruS･Section5willgive
theresultofexperim entsandanevaluationoftheproposed
technique･Finally,Sect･6Willsummarizetheresultsofthis

paper･

2･ Compression ConditionsofCurrentComputer
Viruses

TheMicrosoftWin32executable丘lealwaysfollowsthe
WindowsPE-formatl6]･Figure1showsthealgorithmfol-
lowedbythePE-format,wherethecompressiontoolcom-
pressesandobfuscateseachsectionoftheexecutable丘le,

withadecompressionroutineattheheadofthecompressed
data.Thisbecomesanewexecutablefilethatfollowsthe

WindowsPE-format･Wh enthecompressedexecutable丘le
isrun,thedecompressionroutineisexecuted丘rst,anditde-
compressesthecompresseddatato也ememory.Next,the

pomterismovedtotheOriginalEntryPoint,andtheorlglnal
丘ieisexecuted.

Thesizeofthecompressedvirusbecomessmauand
easytodistributethroughthenetwork.Asweu,itbecomes
di氏culttoextracttheviruscharacteristicpoints(Windows
API,Stringsetc.)fromthecompressedvirusfi1e.Forcom-
parison'ssake,Windows'sNotepad5.1wascompressedus-
1ngUPX2.0,andthenStringswereextracted,and也eWin-
dowsAPTwasdetermineduslng血eGNUcom andSt血gs,
whichworksonUNⅨ.Table1showstheresults.Thenum-

berofWindowsAPIsandStringsthatcanbeextractedfrom
thecompressionisless血 an山enumber山atcanbeextracted
beforecompression.However,therewereonlythreecom-

monWindowsAPIsbetweenthebefore-and-aftercompresI
sionhles.Thus,thethreeAPIsaretheminimumnecessary
forthecompressiontool.Asmentionedabove,ltiswell

Compressed
executable
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knownthatthecharacteristicpolntSOftheviruscannotbe
extracted丘･om也ecompressedvirus別e･

2.1 TheNeedfわrUnpacking

Aspreviouslymentioned,thecharacteristicpolntSOfthe
onginalviruSfilear ehiddenbycompression･Thepaper
[5]showsthat,usingPaulGrabam'sBayesianVirusFilter,
acompressednonvirusfi1ewillbeclassifiedasaviruS別e,
sincetheextractedfeatureswillbethecharacteristicpolntS
ofthecompressedfileandnotthatoftheonginaluncom-

pressed別e･
hordertodeterminethecharacteristicsofv血ses,the

dataprovidedbythe InformationSciencesCenter,Iwate

Table1 Numberofsuccessfullyextractedfeatureswlthorwithout

compression.

before after matchingrate(%)
173 8 1.7%
208 74 1.5%

Table2 VlruSCOmPreSSiontypes･

CompressionType ratio(%)
UpX 36%

Pecompact 12%
ASPack 1O%

FSG IO%

PEX 8%

Morphlne 6%
MEWl1 6%

Yoda'Sprotector 2%
Other 5%

Uncompressed 5%

Fig･1 ThememorycondihonswhenthecompressedBleisexecuted･



ZHANGetal･:ANAUTOMATICUNI'ACKINGMETHODFORCOMPUTERVIRUSEFFECTIVEINTHEVIRUSFIIJTER

University,in2005usingtheantivirustoolF-P一ot[7]were
examined.Table2showstheresultsofcomparingthediffer-
enttypesofcompressionusedfortheviruses･ThecompresI
siontypeswereobtainedusingthecompressiontypedis-
tinctiontoolPEiD[8].

Inaddition,itshouldbenoted血atover90%ofall

viruseswerecompressed.Thus,itcan beconcludedthat
anunpacktechmiqueisnecessaryforvirusdetection.

3.UnpackTechniques

3.I Summary

Acompressedvirusmustfirstbeunpackedbeforeitcanbe
analyzed.Currently,varioustechmiquesareavailableforun-
packingavims.Forexample,atechniquethatunpacksa
virusbyuslngaSuitabledecompressionalgorithmforan-
alyzingthecompressiontypeofthecompressedviruswas
proposedinl9]･However,thistechniqueonlyunpacksthe
virusesthatarecompressedbywell-knowncompressional-
gorithmssuchasLZ77orLZW As'well,thismethodcannot

unpackavirusthathasbeenobfuscated･An otherunpack
technique,proposedin[10],executes血evimsanddumps
themainmoduleofthevirusprocessfrommemorybyenu-
meratlngandcomparingthesystemprocesslist.However,
recentvimsesusuamycreatemorethanoneprocesswhen
theyareexecuted･Aswell,viruseshidetheirprocessesso
thattheprocessescannotbeenumeratedusingWindows's
API･Forexample,whenW32βagleisrun,itdisplaysan
alertwindow,anditdoesnotcreateanyvirusprocesses
untilthealertwindowisclosed.On血eotherhand,the
W32rWarezoveviruSfirstexecutesthestandardWindows

applicationNotepad.exewhenitisrun,whichmakesthe
v血S'sownprocesscreationtimingchangedynamically･
Forsuchviruses,itisdi氏culttodumpthevirusprocess
becausethevirusprocesscannotbeobtained.

Inthispaper,anunpacktechmiqueuslngaCOmPreSI
siontool'Sowndecompressionroutineisproposed･When
acompressedvirusisrun,thedecompressionroutinethat
iscreatedbythecompressiontoolis丘rstexecuted.Then,
thedecompressionroutinedecompressesthevirustomeml
ory･Bytheendof血edecompressionroutine,itjumpsto
theOriginalEntryPointandthevirusbeginstorun.

Sincetheproposedtechniqueusesthecompression
tool'sowndecompressionroutine,血ecompressionalgo-
rithmofthevirusisirrelevant･Ofnote,theproposedtech-
mqueworksbycontrollingthecompressiontool,notthe
viruS･Furthermore,sincetheproposedtechniquestopsbe-
forethevirusisexecuted,virusantidetectionisalsoirrele-

Vant･Forexample,ifthevirusmomitorstheVM machine
orthetime,virusexecutionwillbestopped.Thisdoesnot
infhence血eproposedtech山que,eventhoughtheproposed
techniqueworksontheVMmachine.

Intheproposedtechmique,thevirusisexecutedinWin-

dowsDebugmodeandiscontrolledwith血eone-stepmode
usingBreakpoints･Attheendofthedecompressionrou-
tine,theprocessesarestoppedand也edecompressedmen-
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Fig･2 Theoperationflowoftheautomaticunpackingsystem･

oryImageisdumpedfrommemory･Thedumpedmemory
imagecontainsal1thecharacteristicpolntSOftheoriginal
viruSfi1e･Figure2describestheflowoftheproposedtech-
mque･

At丘rst,thev血sprocessiscreatedin也eWindows
Debugmode.AbreakpointisthensetattheStartAddress,
whichisthebeginaddressoftheprocess.Wh entheprocess
jumpstotheOriginalEntryPoint,thisprocessisstopped,
andamemorydumpISPerformed.

SincetheaddressoftheOriginalEntryPointisdif-
ferentineachcompressiontype,itisimportantto丘ndthe
OriginalEntryPointintheautomaticunpacktechnique･
However,becausesomeviruseSaremultiplexcompressed,
itisinsu抗cienttojudgewhetherthecompressionisdecom-
pressedcompletelywith血eOriginalEntⅣPointo山y･A
newindicatorisnecessarytojudgewhetherornotthecom-
pressedvirusiscompletelydecompressed.

Recently,somecompressiontoolshaveanantidebug
functionusingtheStructuredExceptionHandling(SEH)
[11],[12],whichmakesitmoredi氏culttodebugthecom-

pressedvirus.Asolutiontothisproblemispresentedlater
inthissection.

3･2 Detemi ningtheOriginalEntryLPoint

lntheautomaticunpackingsystem,ltisimportanttode-
temi netheOriginalEntryPointtodumpthememoryim-
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Aspack2.12 UPX20 FSG20

Fig･3 ToptenJumPSlnCOmPreSSedfiles.

agebasedonthepolntOftheexecutablefile.Whenthede-
compressionroutineofthecompressiontoolexpandscom-
presseddataintomemory,ithastoexpandthecompressed
dataindifferentsegmentsfromitself,sincetheWindowsop-
eratingsystemallocatesmemorybypage[13].Therefore,
thejumpfromthedecompressionroutinecodetotheong-
inalentrypolntisaoversegmentJump,whichwillbere-
ferredtoasa"bigjump."Thepresenceofa"bigjump"can
beusedtodeterminewhetherornotallofthecompressed
datahasbeendecompressed.

NotepadVer･5･lthatwascompressedwithUPX2.0,
Aspack2.12,andFSG2.0wasanalyzeduslngtheassembler
levelanalyzingdebuggerOllyDbg[14].Thetoptenjumps
ineachcompressed丘leareshowninFig.3,wherethenu一
mericvalueofthey-axisshowsthejumpsteps.Obviously,
a"bigjump"occursineverycompressedfilewhenthepro-
cessJumpstOtheOriglnalEntryPoint.Thisimpliesthatthe
compresstoolhasunpackedtheonglnalhledatatoadif-
ferentsegmentfromitself･TheOriglnalEntryPointcanbe
determinedby丘ndingtheHbigjump"inthevirusprocess.

3.3 JudgingtheEndoftheDecompressionRoutine

Tojudgewhetherthecompressiondataarecompletelyde-
compressed,atestwasperformeduslngthefbllowlngdata:

CompressedVirusThevirusesthatwerecompressedby
somecompressiontools,suchasUPX,ASPack,or

FSG･In2005,therewere53vimstypesinthevirus
databasecreatedbytheInformationSciencesCenter,
IwateUniverslty.

UncompressedVirusThevirusesthatwerenotcom-
pressed.In2005,therewerethreeuncompressedvirus
typesinthevirusdatabasecreatedbytheInformation
SciencesCenter,IwateU山Verslty.

CompressedExecutableFileTheWin32executablefiles
thatwerecompresseduslngthecompressiontools.
Inthisexperiment,Notepad.exeandtelnet.exewere
compressedusingsevendifferenttypesofcompression
tools.

UncompressedExecutableFileThegeneralWin32exe-

1 10 15 30 50 1(】0 3(XI 5tX)

TotalofapIS

Fig･4 NumberofextractedAPIsfromcompressedazlduncompressed
files

cutablefilesthatwerenotcompressed.Inthisexper-
iment,40typesofuncompressedexecutable丘leswere
randomiychosenfromWindows.

Thus,therewasatotalof100differentpattemsfromwhich
StringswereextractedandthenumberofWindowsAPI
werecounted.Figure4ShowsthenumberofextractedAPIs
fromthecompressedanduncompressedfiles.

Asfigure4shows,theWindowsAPIsarebarelyex-
tractedfromthecompressedexecutablefiles.TheWindows
APIsthatareextractedaretheAPIassociatedwiththede-

compressionroutineofthecompressiontool･Bycompar-
ison,morethanlooWindowsAPIsareextractedfromthe

uncompressedexecutableBle.However,therewerenocom-
pressedexecutablefileswithmorethan15APIs･There-
fore,itispossibletodeterminewhetheranexecutablefileis
compressedbycountlngthenumberofWindowsAPIsthat
canbeextractedfromit.ThethresholdnumberofWindows

APIswassetat15intheproposedtech山que･

3.4 SEHProcesslng

StmcturedExceptionHandling(SEH)isanexceptionpro-
cesslngServicethatisprovidedbytheWindowsoperat-
1ngSystem.Usually,exceptlOnprOCeSSlngco°eisonlyde-
scribedintheprogramwith-try/_except.Anexceptionman-
agementstructureandcalLbackfunctionarefo-edauto-
maticallybythecompiler･TheexceptlOnprOCeSSlnglSrun
whenanexceptlOnOCCurSintheprogram･

Figure5isthestmcturediagramofSEH.Whenanex-
ecutable丘leisruninWindows,thethreadinfomationwill
besavedintheThreadEnvironmentBlock(TEB)structure.

TheaddressofTEBisalwaysstoredintheSegmentRegis-
ter(FS).TheSEHstructuredexceptionprocessingisstored
asachaininthememory,wheretheaddressofSEHisthe
hrstelementoftheTEB(FS:[0]).Inpassing,thevalueof
FS:[30h】isthelinearaddressofProcessEnvironmentBlock
(PER)whichwillbeusedinSect･3･6･

WhenanexceptlOnOCCurSinaprogram,Windowsruns
theexceptlOnprOCeSSlnginthefollowlngalgorithm:
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Fig.5 DetalledspecificationsofSEHprocesslng.

1.TheOSgetstheaddressoftheSEHstructurechain

from theFSregisterofthecun'entprocess(thread).
TheSEHstmcturehastwomembers:oneisthead-

dressofthenextSEHstmctureinthechain,andthe

otheristheaddressofitsexceptlOnprOCeSSlng･
2.TheOSlooksforthesuitableexceptlOnprOCeSSlng

alongtheSEHstructurechain･

3.1fsuitableexceptlOnprOCeSSlngisfound,itwillbepro-
cessed.

4.TheOSmnsthedefaultexceptlOnprOCeSSlngifsuiト

ableexceptlOnprOCeSSlngCannotbefound･
5.BytheendofexceptlOnprOCeSSlng,thecodewiththe

exceptlOnWillberunagalm

SEHisusedtopreventdebugglngbymanycompres-

siontools.ThecompressiontoolmakesexceptlOninte汀up-
tionoccurforciblybyaccesslnganillegaladdressintention-

allyordoingzerodivisionandaddinganotherdecompres-

sioncodeorantidebugcodeintheco汀eSpOndingSEHex-

ceptlOnPrOCeSSlngarea.Wh enanalyzingaVirusindebug

mode,suchanexceptlOnCannotbepredicted,whichmakes
itdifhculttodebugthevirus.

Intheproposedtechnique,bymanaglngthebreak-

polntSthataresetbytheunpackingprogramitself,theex-

ceptlOnprOCeSSlngOfthedebuggedprogramisrunwhen
anexceptlOnOccursthatisnotspeci丘ed.Therefore,the

unpackingprogram willnotbestoppedatanunexpected

breakpoint.

Sincethedetailedspeci丘cationsofSEHprocesslng,
suchastheconvolutionoperationofthestackwhenanex-
cept10ninterruptionhandleisstartedinchains,havenot

beenmadepubliclyavailablebyMicrosoft,newtechniques

thatabuseSEHkeepappearlng･Thus,measuresagalnSt
compressiontoolsthathavethisantidebuggingfunctionus-
1ngSEHwillbetackledinthefuture.
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3.5 SystemCallProcesslng

TheWin32executable丘leworksbycallingtheWindows

API(SystemCall).TheWindowsAPIlibrary(DLLfi1e)

Willbeloadedintothesystemblockinmemory,andthe

programcodewillbeloadedintotheuserblockinmemory･
Ingeneral,aprogram callsWindowsAPIfunctionsusl

lngaCALLcommand,butthecompressiontoolscansthe

memoryoranalyzestheExportTableoftheDLLfiletoget
theaddressofanAPIfunction,anditcallsanAPIfunction

uslngaJUMPcom andtohidethecallingWindowsAPI

functionaction.Thus,itisimpossibletodeterminetheprO-

gram'ssystemcallbystaticallyanalyzlngtheprogramcode.

Theautomaticunpackingprogramspendstimeinthe

one-stepmodeduringthesystemcall,becauseitisunsafe
tosetabreakpointinsystemmemory.Thereturnaddressis

obtainedfromthesystem'sstackwhenthecompressedpro-

grammnsinthesystem'smemoryblock,andtheunpacking

programsetsabreakpointattheretumaddressthatisinthe
usermemoryblock.Therefore,todetermineasystemcall,

itisnotnecessarytoanalyzetheprogramcode;allthatis
requiredtosetabreakpointintheusermemoryblock.

3.6 Antidebugglng

Recently,antidebugglngtechnologyhasbeenimplemented

bymanycompressiontools.Theeffectiveandcomm only

usedantidebugtechniqueisasfollows:

1.Checktheprocessofsomedebugtoolsthatarecom-
monlyused,suchasOllydbgorSoftICE.

2.UsethelsDebuggerPresentfunctionoftheKER-
NEL32.DLLlibrary,Orcheckthevalueofthesecond

byteintheProcessEnvironmentBlock(PEB)

Thefo- ertechniquedoesnotco汀eSpOndtotheautomatic
unpackingprogram.As mentionedinSect.3.4,whenanex-
ecutable丘IeisruninWindows,thevalueofFS:【30h]refers
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totheaddressoftheprocess'sPEち.Thesecondbyteinthe
PEBwillbesetbythesystemwhen山eprocessisdebugged･
ThesystemfunctionIsDebuggerPresentworksbychecking
thisfield.

Tbus,山eautomaticunpackingprogramfoolsantide-
buggersthatuse血elsDebuggerPresentfunctionbysettlng
thesecondbyteinthePEちtozeroduringthecreationofa
thread.This丘eldcanberesettozerowithoutconsequences
fortheexecutionoftheprograml15]･

3.7 FailuresintheAutomaticUnpackingProgram

Theautomaticunpackingprogramenumeratestheprocess
listofthesystembeforeloadingavirus別etogetthevirus
processhandlebycompamg血eprocessesbeforeandafter
thevirusisexecuted.Whentheautomaticunpackingpro-
gramfails,suchasfailureonsettlngabreakpoint,themain
moduleofthevirusprocesswillbedumpedfromthemem1
0ry･

4.PaulGraham'SBayesianVirusFitter

ThePaulGraham'sBayesianVirusFilterl5]detectsanun-
knownvirusbyuslngPaulGraham'sBayesian theorem.
PaulGraham'SBayesiantheoremwasonginallydeveloped
foraspammailfilterl16],butithasbeenadaptedtothede-
tectionofunknownvirusesbychanglngSOmeOftheparam-
eters.Itcontainsaleamlngmoduleandadetectionmodule.

4.1 LearnlngModule

Thelearningmodulelearnsthewell-knownvirusinthefo1-
lowlngmanner:

1･DeterminewhetheragivenBleisaviruSfileuslngan-
tivirussoftware.

2･ExtracttheStringsthatarethecharacteristicpoints
fromtheviruSfilesandthenovirus丘1es.

3lCalculatetheprobabilityP(S)thatacertaincharacter-
isticpolnt∫isacomponentofav血S･

Thetotalnumberofvirusfilesisnbod,thetotalnumber

ofnoviruSfilesisngood,thenumberoftimesthatacer-
taincharacteristicpolntSappearedinthevirusR1esisb,
thenumberoftimesthatacertaincharacteristicpolntSap-
pearedinthenoviruSfilesisg,andtheprobabilityP(S)is
calculatedasfouows:

P(S)=
b/nbad

2g/ngood+b/nbad
(1)

Equation(1)istheoriginalequation[16]usedtocalcu-

1ate山eprobabilityofeachcharacteristicpoint.InEq.(1),
alltheparameterswithsubscnptHgoodHaredoubledtobias

theprobabilitiesslightlytoavoidfalsepositives･Theprob-
abilityP(S)ofacharacteristicpointthatonlyappearsinthe
viruS丘leisinitializedat0.99,whileitisinitializedto0.01

foracharacteristicpointthatonlyappearsinanoviruSfile.

lHCETRANSCOMMON.,VOL.E92-B,NO4APRn2009

AlltheprobabilitiesofthecharacteristicpolntSformthesig-
natu_redatabase.

4.2 DetectionModule

Thedetectionmoduledetectsanun血ownvirusasfouows:

I.ExtractthecharacteristicpolntSfrom atargetexe-
cutable丘le.

2.Getthevirusprobabilityofeachcharacteristicpolnt
fromthesignaturedatabase.Initializethedefaultvirus
probabilityas0.4ifacharacteristicspointdoesnotex-
istintheslgnaturedatabase･

3.Thelargest15virusprobabilitiesformthebaseproba-
bility Pba∫e.Basedonthevirusprobabilities,thetarget
executableale'scharacteristicpolntSareChosentocal-
culatethetargetexecutable別e'svirusprobabilityPu.
Thetargetexecutablefi1ewillbejudgedtobeavirusif
Puisgreaterthan0.9.
lnthispaper,phaseisinitializedtoO･499･

ThevirusprobabilitiesthatarechosenaredefinedasPL,and
thevirusprobabilityofthetargetexecutablefilePuiscalcu-
latedusmgthefollowingfom山a:

Pv=
rI.l=51P,･

Il,!=51P,+Il,･l=5.(1-P,)
(2)

5. ExperimentandEyaluation

5.1 TheExperimentalEnvironment

Theautomaticunpackingtechniqueproposedinthispaper
wastestedonapersonalcomputerrunnlngWindowsXP
ProfessionalSP2with anisolatedVMWare5.0system.
Sincetheexperimentismnonanisolatedcomputer,virus
spreadinglSnotanissue.Furthermore,sincetheexperiment
isrunonVMWare,itiseasytorecovertheWindowssystem
evenifitisinfectedbyavinュs.Thus,itcanbeassumedthat
alloftheexperimentsarerunin山 esameenvironment･

5.2 TheExperimentalData

htheexperiment,allofthe56virustypesthatweremarked
bythehformationSciencesCenter,IwateUniversity,in
2005wereusedastheexperim entaldata.Ofthesetypes,

42typeswerecompressedusingacompressiontool,suchas
UPX,ASPack,FSG,orMorphine,eleventypeswerecom-
pressedbyunknowncompressiontoolsandtheremainlng
threetypeswerenotcompressed･

5.3 TheExperimentalResultsandEvaluation

Table3showstheresultsoftheexperiment･Ofthecom-
pressedviruses,83.9%,or47types,weresuccessfullyun-
packed.
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Table3 VirusunpackingCOndit10nSlntheproposedtechnlque･

NumberOfAPIs
VirusName Compresstype tlme beforeafter

BagleJ UPX0.89 1m26s
Bagle.K UPX0.89 1m31s
Bagle.M UPX0.89 1m32s
Bagle,N UPX0.89 1m45s
Bagle,Y UPXO･89 1m53S
EagleZ UPX089 1m23s
Eagle.AB UPX089 1m21s
古agle.Af UPX089 1m25s
古agleAI,AM,AP,AQPEX
BagleBA,BC,BK unknown
Dumaru.A UPX0.89 0m44s
BuchonB UPX0.89 14m02s
BuchonF UPX0.89 7m27s
Bugbear.B UPXOl89 9m25s
Klez.H uncompressed
Erkez.B FSG133 0m59s
Erkez.D FSG2.0 0m53s
Explet.A FSGl･33 1mlOs
Lovgate.R ASPack2.I2 27m53s
Lovgate.X ASPack2.12 32m21s
Lovgate,Y ASPack2.12 33m16s
Lovgate.AC ASPack2.12 129m03s
Lovgate.AD ASPack2.12 29m41s
Maslan.C uncompressed
Mydoom.L upxO･89 1m28s
Mydoom.M upx0.89 1m36s
Mydoom.Q upxO･89 2m12s
Mydoom.BO Morphine1.4-1.7 3m45s
MydoomBQ Morphine1.4-1.7 7mlls
Mydoom.BT PESpln0.3x-0.4x x
Mytob.B FSG1.33 3m19s
Mytob.C yoda'sProtectorl･3-
Mytob.M Morphinell4-27 x

Mytob.V unbown 38m55s
Mytob.AG unhown 36m3Is
Mytob.AH MEWll1.2 45m51s
Mytob.AP unknown 34m5Is
Mytob.AS unknown 2m53s
Mytob.BB unhown 34m53s
Mytob.BM unknown 34m51s
Mytob.BV MEWl11.2 26m33s
Mytob.CH MEWll1.2 31m40s
Mytob.DH PECompact2.x Om17S
NetskyN,X tElock0.96
NetskyP,Q FSG1.0
Netsky.S unknOW
Netsky.T unknow
Netsky.W UPXO･96
Swen.A uncompressed

6 61
7 55
7 86
7 86
7 81
7 81
7 81
8 91
7 15
6 15
4 50
4 32
4 19
6 95
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ThenumberofAPIsthatareextractedfrom theun-

packedvirushlethathadbeencompressedusingCOmPreSI
siontools,suchasUPX,ASPack,FSGl.33,FSG2.0,and

MEWll,increasesfromtheonglnalviruSfile.Aswell,in

virusesthatarecompresseduslngMorphine,somecanbe
unpacked,whileotherscannotbeunpacked,because,since

thesourcecodeforMorphineispubliclyavailable,thevirus
authorscanmodifythecodethemselves･

A similarproblem occursforthecompressiontool

UPX･Formostviruses,ittakesonlylminutetounpack
suchavirus,whilefortheBuchonseriesviruses,ittakes

onaveragelO血nutestounpacktheviruses･Thiscanbe
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Table4 BagleserleSviruSdetectionconditionsuSlngPaulGraham･s
BayeslanFilter(orlglnal).

Slgnature input∫ K N 0 Y Z AB AE
bagle｣ / / / ∫

bagle_k ∫ / / ∨′

bagle-∩ / ∫ / / / ∫ / ∫

bagle_o / / / / / / ∫ /

bagle_y / / / ∨′ / / / /

bagleーZ / ∫ / / / / ∫ /

bag】e_ab ∫ ∫ ∨′ ∨′ / / / /

attributedtothefactthaHheUPXtool'scodeispublicly
available.

Intheexperiment,sevenofthe11unknowncompres-
siontypeviruseswereunpacked.Thus,itcanbesaidthat

theproposedtechniqueiseffectiveinidentifyingunknown
compressedviruses.

5･4 TheExperimentalEvaluationUsingtheBayesian
VirusFilter

TheBaglevirusseriesthatwasunpackedintheaboveexper-
imentswastesteduslngPaulGraham'sBayesianVirusFil-

tertodeterminethepracticalperfomanceoftheproposed

technique.
Table4showstheonglnalBaglevirusseriesdetection

conditionsasgivenby[5].Theseresultswillberefe汀edto

astheonglnaldetectionconditions.

Twohundredvirusfilesofthespecificvariantswere
enteredtoeachsignature.A/isusedtoshowthatthevari-

antswereproperlydetected.Thedetectionconditionsof

theBaglevirusseries,whichwasunpackedbytheproposed

technique,isshowninTable5.Itisobviousthatthecurrent
resultsmatchtheorlglnaldetectionrates.Intheorlglnal

study,onlyvirusesthatcouldbeunpackedweredetected
bythedecompressiontools.However,uslngtheautomatic

unpackingtechnique,morevariantsoftheviruseswerede-
tected.

6.Conclusions

lnthispaper,anewunpackingtechniquethatcanbeusedto

overcometherecentexplosionofcompressedvirusesispro-

posed.Thistechniqueusesthecompressiontools'ownde-

compressionroutinerunnlnginWindowsdebugmode･The

orlglnalvirus'scharacteristicpolmtSCanbeextracteduslng
theproposedtechnique,makingltpossibletodetecttheun-

knownvirusinrealtimebycombiningtheunpackingtech-

nlqueWithcurrentleamlng-typeVirusfiltersandavoiding

theneedtospendtimedetermimngtheonglnalvi∫us'sslg-
nature.

However,manycompressiontoolshavepublicsource
codethatcanbemodifiedbythevirusauthortodefeatorin-
terferewiththeabovemechanisms.Futureworkwillthere-

forefocusondecreaslngtheunpackingtlmeandproviding
moreadvancedfunctions.
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Table5 BagleseriesVirusdetectionconditionsusingPaulGraham'sBayesianFllter(unpackedby
theproposedtechJllque).

Slgnatllre illputJ k m ∩ y Z ab ae af ai am ap aq ba bc bk by nOnVlruS

bagle｣ / ∫ ∫ ∫ / / / ∫ ∫ ∫ √ / ∫ ∫

bagle_k ∫ / / / / ∫ ∫ ∨′ ∫ / √ / / ∨′

bagle｣m ∫ ∫ ∫ / ∫ ∫ / ′ / / ∫ ∨′ / ∫ ∫ / / /

bagle｣1 ∫ ∫ ∫ / / / ∫ ∫ ∫ ∫ / / / / / / / /

bagle_y ∫ ∫ / / / / / ∫ / / ∫ / / / ∫ / / /

bagle_Z / / ∫ / / ∫ / ∫ / /

bagle_ab / / / / / ∫ / ∫ ･∨′ / ∫ / / ∨′ √ / / /

bagle-ae / / ∨′ / / / ∨′ / ∫

bagle_af ∫ ∫ / ∫ ∫ ∫ ∫ ∫ ∫ / / / ∫ ∫ ∫ / ∫ /

bagle_ai / ∫ ∫ / ∫ ∫ / ∫ / ∫ / ∫ / ∫ ∫ / /

bagle-am ∫ ∫ / ∫ / ∫ / / / / / / ∫ √ ∫ ∫ ∫

bagle-ap ∫ ∫ ∫ / ∫ / / ∫ ∫ ∫ ∫ / / ∫ / ∫ /

bagle_aq ∫ ∫ ∫ ∫ / / ′ / / ′ ∫ ∫ ∫ ∫ / ∫ ∫

bagle-ba / / / / ∫ ∫ ∫ ∫ ∫ / / / ′ ∫ ∫ ∫ /

bagle_bc ∫ ∫ ∫ ∫ ∫ / ∫ / / ∫ ∫ ∫ √ √ / ∨′ /

bagleーbk ∨′ / ∫ ∫ / / ∨′ / / / ∫ / ∫ ∫ / ∫ ∫
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